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Objectives
In this module, we will set up a distributed Snort with clicks of the mouse, including the following.
· Installing Snort
· Testing Snort Rules
· Creating Custom Snort Rules
· Deploying Multiple Snort Sensors
Required VMs
· Ubuntu-Web: username/password: student/studentpassword
· NST30: username/password: root/rootpw
· OWASP BWA Machine: username/password: root/owaspbwa












Part 1: Installing Snort
We are going to install Snort from the Linux machine Network Security Toolkit. In fact, the toolkit contains most of the top 125 free security tools with a web form front-end to make our work easier. 
1. Power on the NST30 Machine and log in with the username/password root/rootpw. The Linux distro on this machine is Fedora. Click on the terminal icon at the top left and open a terminal window. Enter cat /etc/os-release. An example of the output is shown in the image below. We are using version 30 of the Network Security Toolkit. 
[image: ]
2. To check IP configurations, enter ifconfig and notice that Fedora uses the enp0s3 interface.
3. Click on Applications | System Tools | NST Web Interface. If prompted, enter the username and password (root/rootpw) as seen below.
   [image: ]
4. Click on Security | Intrusion Detection | Snort IDS – Sguil. The output is shown in the image below.

[image: ]

[image: ]
5. Select the interface radio button, scroll down, and click on Setup/Start Snort at the bottom of the screen as shown below.
[image: ]
6. Wait for the command to stop processing and click on Check Status. You will see the sensor details as shown in the image below.
[image: ]
7. Click on the Enable button. Read through the messages of the startups and click Check Status. An example of the output is shown in the image below. You now have a Snort sensor monitoring your network that is connected to enp0s3. Take a screen capture of your output and paste it in the Module 2 PowerPoint template.
[image: ]


Part 2: Testing Snort Rules
We have Snort set up now, but we need to do some testing. To the right of the sensor is a menu to set the Snort IDS action. 
8. Click on Rules. An example of the Rules menu is shown in the image below. Check the scan option. Note that the scan setting is not enabled by default, and we enabled it here for our testing.
[image: ]
9. Take a few minutes and review the rules list. Click on a rule to review how the rules are written. Later we will be creating a custom rule. 
With this version of the Network Security Toolkit we will use Sguil (pronounced sqeel) for our database and GUI display. Before we access it, we need to determine what the password is because it is assigned randomly.
10. In the terminal window enter grep SNORTPASS /etc/nst.conf. The output is shown in the image below.
[image: ]
11. Click on the Security | Intrusion Detection – Sguil | Sguil Web. Enter the username sguil and the password that you discovered with the grep command above.
12. Once log in you should see the dashboard as shown below. Select the sensor network to monitor. 
[image: ]
[image: ]
13. If you see the UPnP alert, that is a false positive and you can ignore it. Obviously, we would need to tune the sensor.
14. With the sensor working, we want to generate an attack. Switch to the Ubuntu-Web machine and open a terminal window. Enter sudo nmap -n -sX 192.168.177.0/24. This will perform an XMAS scan with Nmap and should generate alerts.
15. After the scan has ran for a few minutes, return to the Sguil dashboard and see what alerts are generated. An example of the display is shown in the image below.

[image: ]
We have detected the XMAS scan with the sensor we just created!	
16. If you select an Alert you can see the signature that generated the alert as if there is a payload. An example of this is shown in image below.
[image: ]
We want to generate some more attacks and test our sensor by using Nikto. The Nikto tool is based on the first web scanner that was ever built. This scanner was called Whisker and written by a hacker who goes by the name Rain Forest Puppy or better known as RFP. He got tired of maintaining the program, but others took what he had and improved on it to create Nikto. You can read more about it on the https://cirt.net/ site.
17. Power on your OWASP BWA (also known as DMZ-Machine) machine. We need a web server as a target to test the sensor.
18. There is no need to log into the machine unless you need to discover the IP address. In our example, the IP address is 192.168.177.40. If yours is different, replace the IP address with your machine’s IP address.
19. On your Ubuntu-Web machine, enter nikto -h 192.168.177.40 (or IP address of your OWASP machine). A screen capture of the scan in progress is shown in the image below.
[image: ]
20. Once the scan finishes, return to the NST30 machine and check the Sguil dashboard. An example of the display is shown in the image below. Take a screen capture of your output and paste it in the Module 2 PowerPoint template.
[image: ]
Now we have lots of alerts because Nikto is actually running attack strings. The Nmap scan earlier was just reconnaissance. We do not want to have alerts for recon all the time, so there were only a few alerts.


Part 3: Creating Custom Snort Rules
Let’s create our own custom rule and test it for Snort. The rules that are created in Snort are placed in the local.rules file and reloaded onto the Snort sensor.
21. Return to the Manage Snort IDS screen by clicking Security | Intrusion Detection | Snort IDS – Sguil. An image of where you want to be is shown below.
[image: ]
22. Click on Rules to open the rules listing. Then click on the local rule name. An example of the result is shown in the image below. This is where we put our additional rules.
[image: ]
[image: ]
23. Open the local rules file in nano, as shown in the image below.

[image: ]

24. Once the file is open, enter the following for your rule.
alert ip any any -> 172.16.0.50 445 (msg: "CRITICAL ALERT";SID: 1000002; rev:1;)
This alert is for any IP protocol destined to our OWASP BWA machine on port 445. We will see the weaknesses and attacks against this port and service later. Note that it is the Windows NetBIOS port for local communication. Because the OWASP BWA machine is not Windows, any connection attempt to it will be considered an attack or at the very least reconnaissance.
If your OWASP BWA Machine is on a different IP address, you will have to use it for your rule here. For details about the rule components, read the main page or do a search on the Internet.
25. Save the rule and reload your sensor before testing the newly created rule. Remember to select the radio button for the local rules and reload them (may need to type setup_snort -sig dump -i enp0s3 -v on NTS Machine). If you get an error, go back and check your typing.
26. Once the sensor has reloaded from the Ubuntu-Web machine enter sudo nmap -sS 172.16.0.50 -p 445. An example of the output is shown in the image below. Take a screen capture of your output and paste it in the Module 2 PowerPoint template.
[image: ]
If you see the alert, you have just written a custom rule! One may ask why it is not stating what I placed in the text. This is because Sguil is using a database and your rule is not in the database. This is one of the downsides of GUI tools. The traditional Snort file is text based, and you would see whatever was in the rule text. Because this uses a database, we do not have that same capability. We know it is our rule by the ID of the alert.
27. If you are curious, you can add the text-based output in the snort.conf file as shown in the image below. Once you open the file, just add the appropriate line. Down toward the bottom of the file are the output examples.
[image: ]
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Part 4: Deploying Multiple Snort Sensors
We are now ready to configure additional sensors for the Snort deployment. 
28. Click on System  | Shutdown in your NST30 Machine.
[image: ]
29. Once the system has shutdown, click on Network in the machine configuration window as shown in the image below. 
[image: ]
30. Once you are in the configuration, select Adapter 2 from the top menu. Enable the network adapter and attach it to Nat Network | VMnet08.
31. Our demonstration has two sensors on the same network, which serves its purpose here. You could also change it to the network you wanted to monitor, and we will leave that as an exercise offline.
32. Power on the NST30 machine and log in with usrname/password root/rootpw. Open a terminal window and enter ifconfig to verify your settings have taken place. An example of the output is shown in the image below.
[image: ]
33. [bookmark: _GoBack]With the second network card being added, all we need to do is to bring it up in Snort. The steps were explained in Part 1. An example of what it looks like once you have both sensors up and running is shown in the image below. Take a screen capture of your output and paste it in the Module 2 PowerPoint template.
[image: ]
You could deploy sensors all around your network. A common way to use the Network Security Toolkit is with four network cards as sensors and one network card as out of band management.
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File Edit

[root@localhost logs_ens33]# grep SNORTPASS /etc/nst.conf
NSTCT WD="Doo4ohza700z"

[root@localhost logs ens33]#
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student@ubuntu:~$ sudo nikto -h 192.168.177.40

- Nikto v2.1.5

+ Target IP: 192.168.177.40
+ Target Hostname: 192.168.177.40
+ Target Port: 80

+ Start Time 2020-01-19 08:33:53 (GMT-8)

+ Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1ubuntu4.30 with Suhos
in-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL/0
.9.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1

+ Server leaks inodes via ETags, header found with file /, inode: 286483, size:

28067, mtime: Ox51c22f5365e00

+ The anti-clickjacking X-Frame-Options header is not present.

+ OSVDB-3268: /cgi-bin/: Directory indexing found.

+ /crossdomain.xml contains a full wildcard entry. See http://jeremiahgrossman.b
logspot.com/2008/05/crossdomainxml-invites-cross-site.html

+ /crossdomain.xml contains @ line which should be manually viewed for improper

domains or wildcards.

+ mod_perl/2.0.4 appears to be outdated (current is at least 2.0.7)

+ mod_ss1/2.2.14 appears to be outdated (current is at least 2.8.31) (may depend
on server version)

+ mod_mono/2.4.3 appears to be outdated (current is at least 2.8)
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Mate Terminal

File Edit View Search Terminal Help
[root@localhost rules]# nano /var/nst/snort/rule:

npos3/rules/Local. rule:
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#  VRT Rule Packages Snort.conf

¢

#  For more information visit us at:

#  http://wsw.snort.org snort Website

#  http://vrt-blog.snort.org/  Sourcefire VRT Blog

¢

#  Mailing list Contact: snort-sigs@lists.sourceforge.net
#  False Positive report: fpasourcefire.com

#  snort bugs: bugs@snort.org

¢

#  Compatible with Snort Versions:

#  VERSIONS : 2.9.13

¢

#  Ssnort build option

#  OPTIONS : --enable-gre —-enable-mpls --enable-targetbased --enable-ppm --enable-perfprofiling --enable-

z1ib --enable-active-response --enable-normalizer --enable-reload --enable-react --enable-flexresp3

Additional informatior

This configuration file enables active response, to run snort in
test mode -T you are required to supply an interface i <interface>
or test mode will fail to fully validate the configuration and
exit with a FATAL error

BEEERRERRE R ER R R R AR AR R RRRLRRE
# This file contains a sample snort configuration.

# You should take the following steps to create your own custom configuration:
¢

¥
¥
¥
¥
¥
¥
¥

1) set the network variables.
2) Configure the decoder

3) Configure the base detection engine
4) Configure dynamic loaded libraries
5) Configure preprocessors
6) Configure output plugins
7) customize your rule set
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Mate Terminal

[nst@localhost ~]$ sudo ifconfig

enp0s3: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.177.7 netmask 255.255.255.0 broadcast 192.168.177.255
inet6 fes0::490d:fee9:5f1c:e940 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:fd:10:c9 txqueuelen 1000 (Ethernet)
RX packets 9 bytes 3226 (3.1 KiB)
RX errors @ dropped 0 overruns © frame ©
TX packets 17 bytes 1904 (1.8 KiB)

TX errors 0 dropped © overruns 0 carrier 0 collisions 0

lags=4163<UP, BROADCAST,,RUNNING, MULTICAST> mtu 1500
inet 192.168.177.10 netmask 255.255.255.0 broadcast 192.168.177.255
inet6 fes0::76¢1:50ab:adc8:3330 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:83:fe:1a txqueuelen 1000 (Ethernet)

RX packets 9 bytes 3226 (3.1 KiB)

RX errors @ dropped @ overruns 0 frame o

TX packets 12 bytes 1498 (1.4 KiB)

TX errors © dropped © overruns 0 carrier 0 collisions 0
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[root@localhost ~]# cat /etc/os-release

NAME=NST

VERSION="30"

ID=nst

VERSION ID=30

'VERSION CODENAME="NST30"

PLATFORM_ID="platform:f30"

PRETTY_NAME="Network Security Toolkit 36"

(ANSI COLOR: ;34"

LOGO=nst-logo-icon

CPE_NAME="cpe:/o:nst:nst:30"
HOME_URL="https://www.networksecuritytoolkit.org/"
DOCUMENTATION_URL="http://wiki.networksecuritytoolkit
SUPPORT_URL="http://wiki.networksecuritytoolkit.org/"
BUGREPORT _URL="https://sourceforge.net/projects/nst/"
[root@localhost ~1#

.org/"
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